From a Single Server to
the Cloud

odernizing a Large Fan Website



http://www.robpeck.com

About Me

e I'm a technical lead at DealNews, and |
occasionally take side gigs.



http://dealnews.com/jobs

The Client

* Trainorders.com is one of the largest sites on the
Internet for train fans (“railfans”).

* Was founded in 1997 by Todd Clark from
California, initially as a home for a motion
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»4014 Going My Way, Part 2
PREVIOUS PICKS
» 2 more from Strasburg
» 4014 Bookended by Action on the Mojave Northern
» Early Fall color on Cajon
Special Coating?
VIDEO OF THE DAY
» Then & Now

PREVIOUS PICKS
» SLRG 100 E-unit to Antonito, CO, 4 Oct 2019
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» Private Varnish on today's #6

Sand Patch Foliage
cinder

» Echoing Thru the Meadow Valley Wash

» FROM THE PAST
» Current HELM re-paints, Red or Blue?
» Last unit in BNSF cigar band?
» A few oldies from Binghamton, New York

» INTERESTING DISCUSSIONS
» NS files for trackage rights over KCS
» NTSB Preliminary Report on CSX almost head on at
Carey, Ohio
» Clean units, white flags and 40' boxcars; the CN | grew
up with

Sand Patch Foliage
cinder

POPULAR FEATURES

» DISCUSSION FORUMS
A meeting place to communicate with other railfans about every aspect of the railroad hobby. Over 11,000 visitors daily with thousands of
new messages posted every week.

Sand Patch Foliage

» MEDIA SHARING cinder

View railroad videos uploaded by Trainorders.com premium users. We have the largest collection of online train video on the internet. Our
new video index offers an easy to use interface for watching videos. Our previous library contains over 3000 videos covering the 1950's
through today.

» IMAGE LIBRARY
Our image library includes over 100,000 images submitted by our membership. Our easy to use system will allow you to browse the library.

» HOSTING
Members of Trainorders.com receive 50 megabytes of web space to build a web site. We do not require the display of advertisements, nor
are there restrictive bandwidth limits.

» FANFINDER
Find other members that are close to where you live. Trainorders.com is so large that the chances are another enthusiasts is close by.



Statistics

* In an average 24 hour period, trainorders has about:

e 66GB of transfer traffic

e 2,500 unique paid user accounts




My Involvement

My involvement began in 2013 when Todd hired

me for a side video project he was working on.




Starting Point

* The state of the codebase in 2014 was complex.

e Standard LAMP with Apache/MySQL on a single
server.




Starting Point

* [ots of custom stuft, odd Apache modules, Lua
0g parsing, etc.

e Servers were running Gentoo Linux.




Ending Point

* Everything is running on DigitalOcean.

 Multiple iIndependent nodes with (some
redundancy.







2014

e Started the migration to dual beefy high-end
servers, named Lark and Chief (after famous
trains

e Still running on a smgle server, but now with




20105

» Started upgrading the codebase to support PHP
5.5 and preparing for PHP 5.6.

e [arge train crash in May pushed the architecture




20160

e We also had a Denial of Service attack in 2016
that was “useful” in testing the limits of the single
machine architecture.







2017

* In December of 2017, the Amtrak Cascades
derailed on the inaugural run over a new section




2017

* |In terms of the site, this pushed the old
architecture to its absolute limit.

* At one point we were approaching 40




2017

« Had 500 Apache clients on the main machine
using prefork).

 Repurposed an old machine as a load




Conclusions So Far

e [raf

IC 1o a site like |

[0 O

rainorders Is a lot like traffic

‘her news/socia

sites:

e There s a base level of normal traffic that

varies little day-to

-day, but slowly grows over
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The Decision

e A decision was needed:

 We could either buy new hardware, which had




New Hardware

e Even to just upgrade the two main machines and

duplicate the existing architecture on newer,
faster machines with more storage was going to




DigitalOcean

e No new hardware costs.

e Estimated monthly costs for:

e 1 network services node
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| ocation

 \We selected the San Francisco data center,
porimarily because Todd outside Los Angeles
and a large portion of the membership is on the




Architecture

* The biggest initial problem was a lack of data.

e How much bandwidth do we use over a month?
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Architecture

* We did one month of detailed looking over
logging.

* Wrote some scripts to pull things like load, web




Architecture

e \Web nodes:

* At least 2 needed at all times, with the ability




Architecture

e Web nodes are behind a load balancer

e SSI termination is done at the load balancer




Architecture

e Database node;

* Will also run sphinx tfor search




Architecture

 We planned a node dedicated to logging.

» Observability is a first-class citizen.
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Architecture

A node for out-of-band work

* Things like making thumbnails, sending emalill,
'onjobs, etc.




The Asset Problem

e [rainorders had, at the time, nearly three
“RABYTES of images and videos.

e How do we store and serve these”




The Asset Problem

 We used NFS to get around this problem in the
pash DLk

 NFS is slow. It's “okay” on the same network,




The Asset Problem

* We evaluated object storage. Technically the
correct answer, but ...

e At the time It was still In beta.




The Asset Problem

* The solution we came up with was to “kinda” use
NFS.

* Assets would live on a block storage volume
attached to a single server, shared via NFS to




The Asset Problem

 Used nginx to serve these, because it is fast

e |t was terribly hacky solution, but it worked
surprisingly well!




The Asset Problem

e But there was a problem!

* The full-sized images and videos are only for




The Asset Problem

* The first thought was nginx’s “secure URL"
functionality, but this is not optimal for a couple of
reasons:

 Not really “secure.” Anyone with the hashed




The Asset Problem

 \What did we do”? Cookies!

* We set cookies on login.

 [he asset server reads them, compares the




Users

* [rainorders offers paid users a small space for a
personal website.




Bullding

* Early on | decided | wanted to do all of this with
Puppet.

» Clearly documented, reproducible infrastructure
utomation.




Bullding

e Jerraform is also used to build nodes.

 \We can say "give me 4 web nodes” and run
Terraform, and it makes 4 nodes.




Custom Modules

e [rainorders uses some really esoteric Apache
modules.

 These didn't have Ubuntu/Debian packages
nd had to be compiled from source. .




Source Code

* Next step was getting all of the code into version
control.

e Parts were in git, parts in CVS (!), but much of it was

untracked.




Source Code

e Source code management is a prerequisite for
reproducible infrastructure

|t took me about a week of evening work (and




Source Code

 Upgrading to PHP 5.6 required some fixes.

e Integrating composer for third-party libs.




Source Code

e Fixed a lot of other areas of the site (classifieds,

Image and video galleries, emaills, etc) to use an
ORM and twig.




Database

e Migrating the database required taking the site
down. :

e Jotal time to dump the database is about 5




lesting The Architecture

* We primarily used siege to test performance, an
compare it to the existing infrastructure.

 Used the backup physical server tor a more
apples-to-apples comparison.




Prep Work Conclusion

 From the time we started evaluating which
direction we wanted to go until we were ready to
start cutting traffic over was about 5 months.







Going Live

* Picked a Sunday night (5/20/2018) because that
IS when the traffic is the lowest.

* About a week before, we started syncing over the
bulk of the assets.




DEVIASI(®

* That evening, we shut the site down and replaced
it with an information page explaining the
owntime.

* ook a final dump of the database and transferred




DEVIASI(®

* Within minutes, we already had people on the new
site.

* What did we forget?




Day One+

* Over the next tew days we fixed a lot of small
bugs for things that didn't get a lot testing.

R

* Having Kibana was indispensable here because




But walt, there’'s more!”
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| et's Talk About Assets

 Again?

* Averaging more than a gig a day of new content.




Object Storage

* As you'll recall from a few slides back, we
originally went with block storage because
object storage wasn't ready.




Object Storage

* The big benefit to object storage is that there is
no limit on it. We'll never have to worry about
running out of space.




Object Storage

S0 when less than 100 gigabytes were
remaining in the block storage volume, we
started working to migrate to object storage.




Migrating to Object Storage

e |t can be tempting to try to shortcut this process
Oy using a tool like s3fs-fuse and leaving your
application code in place.

e Don't do this.




Our Approach

 \WWanted it to be transparent to users.

 \We decided to do this in two parts:




Using Both”!

e Yes, It can be done!

* \We have the block storage mounted on the
asset server and using nginx's try files, we
DoKI0.See LLine Lie 2 dvalabie localbL st




Our Approach

S0 we started moditying all the areas that wrote
to and read from NFS.

¢ The most difficult




Incrementally

* Incrementally, we moved parts over as they were
ready.

A \ 1 N AR

* This helped us flush out any errors we



Incrementally

* [he last to go was images and videos.

* By the time we got here, we were pretty




logay

e Site has been humming along nicely.




What's Next

* Block storage sunset and final transition to object
storage.

* Managed database.




Conclusion

* A busy fan website is really not all that different
from any other busy website. The same
approaches work here too.

» Don'trun your own iron unless you have a goo
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The Stack

e Ubuntu e L ogstash

 Apache e Kibana

* NQginx e (Grafana







